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KENANGA INVESTMENT BANK BERHAD 
GROUP BOARD RISK COMMITTEE  

TERMS OF REFERENCE 
  

 
1.0 OBJECTIVES  
 

The objectives of the Group Board Risk Committee (“GBRC” or “the 
Committee”) of Kenanga Investment Bank Berhad (“KIBB” or “the 
Company”) are as follows: 
 
1.1 Provide Board-level oversight and support to the Board of 

Directors (“Board”) of the Company in discharging its 
responsibilities for risk governance, in accordance with the 
expectations set out in Bank Negara Malaysia’s Policy 
Document on Risk Governance. 

 
1.2 Promote, through effective Board oversight, a strong and 

proactive risk management culture by assessing whether sound 
risk management practices, processes, controls and behaviours 
are effectively embedded across the business and operational 
activities of KIBB and Its Subsidiaries (“the Group”). 

 
1.3 Support the Board in discharging its oversight responsibilities 

relating to sustainability and climate-related risks and 
opportunities, including the integration of material sustainability 
and climate-related risks into the Group’s risk governance 
framework. 

 
1.4 Review and assess the adequacy and effectiveness of the 

Group’s risk management frameworks, policies, risk appetite and 
control environment, and oversee Management’s 
implementation and adherence to these frameworks through 
appropriate reporting, challenge and escalation. 

 
1.5 Provide independent oversight and challenge to Management in 

relation to the identification, assessment, management and 
reporting of material risks, and oversee the effectiveness of risk 
governance, accountability and prudent risk-taking across the 
Group. 
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2.0 COMPOSITION 
 
2.1 The GBRC shall comprise only Non-Executive Directors, with a 

minimum of three (3) members, the majority of whom shall be 
Independent Directors. 

 
2.2 The membership of the GBRC, including the position of Chairman shall 

be approved by the Board of KIBB based on the recommendation of 
the Group Governance, Nomination & Compensation Committee 
(“GNC”). 

 
2.3 The Chairman of the GBRC shall be an Independent Non-Executive 

Director and shall not be the Chairman of the Board. 
 
2.4 Members of the GBRC may relinquish their membership in the 

Committee with prior written notice to the Company Secretary and may 
continue to serve as Directors of the Company. 

 
 All members of the GBRC, including the Chairman, will hold office only 

so long as they serve as Directors of the Company. 
 
2.5 In the event that any vacancy causes the number of members to fall 

below three (3), the Board shall fill the vacancy within three (3) months. 
 
Note 
If corporate finance activities are to be overseen by the GBRC, none of the Committee 
members shall be a licensed dealer’s representative and undertake dealing in securities 
activities, and there shall be appropriate procedures to preserve client confidentiality and limit 
disclosure of price sensitive information with respect to securities. 
 
 
 
3.0 SECRETARY 
 

The Company Secretary shall act as the Secretary of the GBRC. 
 
 
 
4.0 RIGHTS OF THE GBRC 
 

4.1 The GBRC shall be provided with adequate resources and shall 
have full and unrestricted access to the records, properties and 
officers of KIBB and/or its subsidiaries, including records of 
Board/ Board Committee and Management Committee 
meetings, where relevant to the discharge of its duties and 
responsibilities. 
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4.2 The GBRC shall have the authority to obtain independent third 
(3rd)-party advice, views or information on risk matters, where 
appropriate, before reaching any conclusion or making 
significant recommendations to the Board. Such authority is 
intended to support informed, robust and independent decision-
making by the GBRC and the Board and complement, but not 
replace, the responsibilities of Senior Management. 

 
 
 
5.0 MEETINGS 
 

5.1 Quorum 
 

a. The quorum for a meeting of the GBRC shall be two-
thirds (2/3) of the GBRC members, provided that at least 
one (1) Independent Director is present. A meeting at 
which a quorum is present shall constitute a duly 
convened GBRC meeting with authority to exercise the 
responsibilities and powers vested in the GBRC under 
these Terms of Reference. 

 
Where the Chairman is absent, the members present 
shall elect one of their members, who must be an 
Independent Director, to chair the meeting. 

 
b. No business shall be transacted unless a quorum is 

present either in person or by video or telephone 
conferencing throughout the proceedings of the meeting. 

 
5.2 Frequency of Meetings 

 
a. The GBRC shall meet on a bi-monthly basis, or more 

frequently as circumstances require. 
 

b. Where matters require resolution between scheduled 
meetings, the GBRC may approve such matters by 
passing a Members’ Resolution in Writing (“MRIW”). An 
MRIW, setting out the reasons for the recommendation or 
resolution and signed by at least two-thirds (2/3) of the 
GBRC members, shall be valid and effective as if it had 
been passed at a duly convened and constituted meeting. 

 
c. At least annually, the GBRC shall convene a joint meeting 

with the Audit Committee to facilitate effective exchange 
of information and coordination of oversight 
responsibilities relating to material risks, including 
emerging, sustainability and climate-related risks that may 
affect the Group’s risk profile, risk appetite and business 
plans. 
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5.3 Attendance at Meetings 

 
The GBRC may invite Directors, members of Senior 
Management, employees of KIBB and/or its subsidiaries, or 
other relevant parties to attend the GBRC meetings where their 
presence would assist the Committee in its deliberations. 

 
5.4 Minutes of Meetings 

 
a. The Minutes of each GBRC meeting shall be distributed 

to all the GBRC members and tabled at the Board 
meeting for notation. 

 
b. The Minutes of the GBRC meetings shall be made 

available for inspection by any member of the GBRC, 
Board, internal and external auditors, as well as relevant 
regulators. 

 
 
 
6.0  RESPONSIBILITIES OF THE GBRC 
 

6.1 The GBRC shall assist the Board in fulfilling its oversight 
responsibilities relating to the Group’s risk governance 
framework, risk appetite, risk profile, capital and liquidity 
adequacy, resilience and recovery capabilities, and the 
effectiveness of risk management across the Group. 

 
6.2 The GBRC shall oversee Management’s identification, 

assessment, management and reporting of material risks 
undertaken by the Group and assess whether such risks are 
managed in a manner consistent with the Group’s strategic 
objectives, approved risk appetite, regulatory requirements and 
stakeholder expectations. 

 
6.3 The GBRC shall provide independent challenge to Management 

and oversee the effectiveness of risk governance, risk culture 
and prudent decision-making throughout the Group. 

 
6.4 Risk Strategy, Risk Profile and Risk Governance 
 

a. Review and recommend to the Board, the Group's risk 
strategy and risk appetite framework, taking into 
consideration the Group’s strategic objectives, capital 
strength, liquidity position, business environment and 
regulatory expectations. 
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b. Oversee Management’s implementation of the approved 
risk strategy and risk appetite framework and review 
adherence to approved risk appetite and risk parameters, 
including Management’s response to material breaches or 
deviations and the adequacy of escalation and 
remediation actions. 

 
c. Review and assess the Group’s aggregate risk profile and 

emerging risk landscape, including material changes in 
the external environment that may affect the Group’s risk 
exposures, strategic plans or financial resilience. 

 
d. Review and assess whether the Group maintains an 

effective risk governance structure with clear 
accountability, authority and reporting lines for risk 
management across the Group. 

 
e. Review and challenge material risk issues, trends, 

concentrations and risk exposures affecting the Group, 
including significant risk events, control failures and near 
misses. 

 
f. Review and assess whether the Board receives timely, 

accurate and sufficiently granular risk information to 
support informed decision-making. 

 
6.5 Risk Management Framework, Policies and Risk Function 

 
a. Review, assess and oversee the adequacy, effectiveness 

and continued appropriateness of the Group Risk 
Management Framework and supporting policies. 

 
b. Review and assess whether the framework remains 

 comprehensive, forward-looking and commensurate with 
the nature, scale and complexity of the Group’s activities. 

 
c. Provide robust and constructive challenge to 

Management regarding the effectiveness of risk 
management practices, including the adequacy and 
timeliness of remediation actions for identified 
weaknesses. 

 
d. Oversee and assess the independence, authority, stature, 

resources and effectiveness of the Group Risk 
Management Function. 
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6.6 Risk Appetite, Risk Limits and Risk Reporting 
 

a. Review and recommend the Group Risk Appetite 
Framework and key risk appetite metrics for the Board’s 
approval, taking into consideration the Group’s strategy, 
risk capacity, capital position, liquidity position and 
regulatory expectations. 

 
b. Review regular reporting on adherence to approved risk 

appetite statements, risk limits and key risk indicators, 
including material trends, emerging concerns and areas 
requiring Management’s attention. 

 
c. Review material breaches of risk appetite, risk limits or 

significant control thresholds, including Management’s 
root cause analysis, corrective actions, remediation plans 
and actions taken to prevent recurrence. 

 
d. Assess whether the Group’s current and projected risk 

profile remains aligned with its risk-bearing capacity, 
approved risk appetite, capital resources and liquidity 
position. 

 
e. Review and assess the adequacy of risk reporting and 

whether reporting remains timely, transparent and 
decision-useful to support effective Board oversight and 
decision-making. 

 
f. Review material risk concentrations and interconnected 

risks across legal entities, business lines, products and 
sectors, including Management’s assessment of 
mitigation strategies where appropriate. 

 
6.7 Material Risk Types 
 

a. Oversee the effective management of material risks 
across the Group, including but not limited to the following 
risks: 

 
i. Credit Risk; 
ii. Market Risk; 
iii. Liquidity and Funding Risk; 
iv. Operational Risk; 
v. Technology and Cybersecurity Risk; 
vi. Information Security and Data Risk; 
vii. Reputational Risk; 
viii. Climate, Environmental and Sustainability Risks; 
ix. Strategic and Emerging Risks; 
x. Outsourcing and Third (3rd)-Party Risk; and 
xi. Model Risk. 
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b. Oversee and assess the adequacy and effectiveness of 

the frameworks, controls, measurement methodologies 
and escalation processes established for such risks.  

 
c. Review significant risk events, losses, control failures and 

near misses, including Management’s root cause 
analysis, lessons learned and the adequacy of 
remediation actions and measures implemented or 
proposed to prevent recurrence. 

 
6.8 Risk Infrastructure, Data and Risk Culture 

 
a. Review and assess the adequacy and effectiveness of the 

Group’s risk management systems, tools, methodologies, 
data architecture and resources to support effective risk 
management and reporting. 

 
b. Review and assess the adequacy and effectiveness of the 

Group’s risk data governance to support the integrity, 
quality and reliability of risk information used for risk 
management, Board’s decision-making and regulatory 
reporting. 

 
c. Oversee the development and effectiveness of a sound 

risk culture throughout the Group, including accountability 
for prudent risk-taking and effective risk management. 
 

d. Review Management ’s assessment of risk culture and 
conduct standards and assess the adequacy of actions 
taken to address identified gaps. 

 
e. Review and assess whether responsibilities among 

business units, risk management functions and internal 
audit remain appropriately segregated under the Three (3) 
Lines Model. 

 
6.9 Stress Testing, Capital and Liquidity Adequacy 

 
a. Review and recommend to the Board for approval, the 

Group-wide stress testing framework, methodologies and 
key assumptions, and review the results of stress testing 
exercises to assess whether the framework remains 
appropriate having regard to the Group’s risk profile, 
business activities and operating environment. 

 
b. Review the outcomes of stress testing exercises and 

challenge Management's assessment of vulnerabilities, 
assumptions and proposed actions arising from stress 
scenarios. 
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c. Review and recommend the Group’s Internal Capital 

Adequacy Assessment Process (ICAAP) to the Board for 
approval and assess whether the Group’s capital levels 
remain commensurate with its risk profile, approved risk 
appetite and strategic objectives. 

 
d. Assess the implications of severe but plausible stress 

scenarios on capital, liquidity, earnings and solvency, and 
review Management’s preparedness and proposed 
mitigating actions. 

 
6.10 Business Continuity and Operational Resilience 

 
a. Review and assess the adequacy and effectiveness of the 

Group’s Business Continuity Management Framework, 
Disaster Recovery arrangements and Crisis Management 
Framework. 

 
b. Review the results of business continuity, cyber resilience 

and disaster recovery testing exercises, and assess the 
adequacy and timeliness of Management’s remediation 
actions for identified deficiencies. 

 
c. Review and assess the Group’s operational resilience 

capabilities and Management's preparedness to maintain 
critical business services during disruptions. 

 
6.11 Recovery Planning 

 
a. Oversee Management’s development, maintenance, 

testing and implementation readiness of the Group 
Recovery Plan. 

 
b. Review and assess adequacy of recovery indicators, 

triggers, recovery options and governance arrangements. 
 
c. Review and recommend the Group Recovery Plan for the 

Board’s approval. 
 

d. Review Management’s readiness to execute recovery 
actions under severe stress scenarios, including the 
adequacy of actions proposed to address any significant 
gaps or limitations. 
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6.12 Sustainability and Climate Risk Management 
 

a. Review and assess the integration of sustainability and 
climate-related risks into the Group’s risk management 
framework, strategy, risk appetite and business planning 
processes. 
 

b. Review material sustainability and climate-related risk 
exposures, vulnerabilities and emerging developments, 
including Management’s assessment and mitigation 
strategies. 
 

c. Review and recommend climate-related risk appetite 
statements, methodologies and material framework 
changes for the Board’s approval. 

 
d. Review and assess Management’s implementation of 

sustainability and climate risk management initiatives, 
including scenario analysis and stress testing, and 
challenge whether such initiatives remain adequate and 
effective. 

 
e. Review exceptions or activities with significant 

sustainability or climate risk implications requiring the 
Board’s consideration. 

 
6.13 Strategic, Emerging and Conduct Risks 

 
a. Review risks arising from the Group’s strategy, business 

model, business transformation initiatives and external 
environment, including Management’s assessment of 
potential impacts and mitigation actions. 

 
b. Review emerging risks which could materially affect the 

Group’s financial condition, operations, reputation or 
strategic objectives, including Management’s assessment, 
escalation and mitigation actions. 

 
c. Review significant regulatory developments and assess 

their implications for the Group’s risk profile, business 
model, risk management framework and strategic 
objectives. 

 
d. Oversee conduct risk and customer outcome 

considerations and assess whether these remain aligned 
with the Group’s values, customer commitments and risk 
culture. 
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6.14 Remuneration and Risk Alignment 
 

Without prejudice to the responsibilities of the GNC, the GBRC 
shall undertake the following: 

 
a.  Review whether remuneration policies and incentive 

structures appropriately reflect risk outcomes, capital 
usage, liquidity considerations, conduct standards and 
long-term sustainability, including whether incentives may 
encourage excessive risk-taking inconsistent with the 
Group’s approved risk appetite; 
 

b.  Assess whether remuneration arrangements appropriately 
balance risk-taking incentives with prudent and 
sustainable performance consistent with the Group's 
approved risk appetite; and 

 
c. Provide input to the GNC on risk-adjusted performance 

considerations and material risk events, control failures, 
conduct matters and other risk management matters 
relevant to remuneration decisions. 

 
 
7.     In these Terms of Reference, any reference to legislation, guidelines, 

circulars or directives shall include all amendments, modifications, 
consolidations or replacements issued from time to time. 
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